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Continuous Integration(Cl) & Continuous Delivery (CD)

Deploy Deploy
mm

Continuous Integration

Continuous Delivery
Continuous Deployment
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Continuous Integration(Cl) & Continuous Delivery (CD)
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Trusted Software Supply Chain (TSSC)
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Trusted Software Supply Chain (TSSC)
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eudas o - changed WIP ' Continuous
- Initialize Merge Continuous Merge Change .
JXI — : Peer Review
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Release Deployment
Branch
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CI/CD 2| St

Traditional vs Cloud-Native

Traditional CI/CD Cloud-Native CI/CD

Designed for Virtual Machines Designed for Containers and Kubernetes
Require IT Ops for Cl engine maintenance Pipeline as a service with no Ops overhead
Plugins shared across Cl engine Pipelines fully isolated from each other
Plugin dependencies with undefined update cycles Everything lifecycle as container images
No interoperability with Kubernetes resources Native Kubernetes resources
Admin manages persistence Platform manages persistence

Config baked into Cl engine container Configured via Kubernetes ConfigMaps
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2|ZX|E2| O|H E : Push,
Pull, Request, Issue

Q|5 O|HIE : Sending a POST

request to a REST API

AFAEE OHE : 0fY 2T 6A|

A O[HIE : 3HBI0| HE 22

Redhat

Windows

.* STEP1 STEP2 STEP3 STEP4 STEP5
(CMD) (cmD) [ (action) § (action) §| (Docker)
docker
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Testing JOB

Build for Android JOB l Build for iOS Job
Windows
S HM

STEP1 STEP2 STEP3 STEP4 STEP5 STEP1 STEP2 STEP3 STEP4 STEP5
(CMD) (cmp) W (action) B (action) § (Docker) (CMD) (cmp) W (action) B (action) § (Docker)
docker docker

1> 0g
0% NE
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Job 1 Job 2
Step 1: Run action Step 1: Run action
Step 2: Run script Step 2: Run script
Step 3: Run script Step 3: Run script

Step 4: Run action



Github—Hosted Runner
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Self-Hosted Runner
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Github-hosted Runner
GithubO| M35t2 & SX &4
ME 2HE OS2t = XS
ALEZH| 2t RIS £ 2)
2™l CI/CD &Y

OiH 2ol ot 22 SHEXS

Self-hosted Runner
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H80| 7 XIE

r
:
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Runner & X|2&|= O0S= Otz 23 ol
Github—hosted Runner : nttps://docs.qgithub.com/en/actions/using-github-hosted-runners/using-github-hosted-runners/about-github-hosted-runners

Self-hosted Runner : https://docs.github.com/en/actions/hosting-your-own-runners/managing-self-hosted-runners/about-self-hosted-runners



https://docs.github.com/en/actions/using-github-hosted-runners/using-github-hosted-runners/about-github-hosted-runners
https://docs.github.com/en/actions/hosting-your-own-runners/managing-self-hosted-runners/about-self-hosted-runners
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SGITHUB_ACTOR

SGITHUB_REPOSITORY

25X elZX&Eel 015 (0: dangtong76/actions)

SGITHUB_SHA

AIAEZLE EZAHEHESE) Commit & 2|3k

SGITHUB_ WORKSPACE

STEPO CH &t Runner Machine2| J|&2 & ClE &2 & A0

PNy
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g= AtE

$GITHUB REF

IAEZLRE EZAHEHESE) Git X (HAX L= EfTO)o A B2
BHEiX| : refs/heads/<branch_name>
Ei 1 : refs/tags/<tag_name>



https://docs.github.com/en/actions/writing-workflows/choosing-what-your-workflow-does/store-information-in-variables
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$GITHUB REPOSITORY

25X elZX&Eel 015 (0: dangtong76/actions)

SGITHUB_SHA

AIAEZLE EZAHEHESE) Commit & 2|3k

SGITHUB_ WORKSPACE

STEPO CH &t Runner Machine2| J|&2 & ClE &2 & A0
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g= AtE

$GITHUB_REF

IAEZLRE EZAHEHESE) Git X (HAX L= EfTO)o A B2
BHEiX| : refs/heads/<branch_name>
Ei 1 : refs/tags/<tag_name>
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Fvent2t?

Event= A3E298 E2/J (4%)5ls S8 B E& XA S 9 0ISLICH Event= GitHub 2/ ZXIE 2/ 0 A 24
S0l (2t HSO2 YAS2LES MMGIES SFE 4 UCH, 012 Sof WY HFY oy SHE ASst e +

“ pull_request workflow_dispatch repository_dispatch
m
m

issue_comment schedule workflow_call




Event Ct== 24
Triggered event Triggered event with activity type

name: Repository Events name: Repository Events

jobs:
checkout-test:

runs-on: ubuntu-latest .
jobs:

steps:
checkout-test:

- run: |
runs-on: ubuntu-latest

echo $GITHUB SHA
- steps:

echo $GITHUB REF
- - run: |

- uses: actions/checkout@v3
echo $GITHUB_SHA

echo $GITHUB_REF

- uses: actions/checkout@v3




Event 2r Activity Type

Webhook event payload

Activity types

opened
edited
deleted
transferred
pinned
unpinned
closed
reopened
assigned
unassigned
labeled
unlabeled
locked
unlocked
milestoned
demilestoned

GITHUB_SHA

Last commit on default
branch

GITHUB_REF

Default branch

: More than one activity type triggers this event. For information about each activity type,

‘Webhook event payload

pull_request

Activity types GITHUB_SHA
assigned
unassigned
labeled
unlabeled
opened
edited

Last merge commit on
the GITHUB_REF branch

closed
reopened
synchronize
converted_to_draft
Tocked
unlocked
enqueued
dequeued
milestoned
demilestoned
ready_for_review
review_requested
review_request_
removed
- auto_merge_enabled
- auto_merge_disabled

GITHUB_REF

PR merge branch refs/
pull/PULL_REQUEST_
NUMBER/merge

« More than one activity type triggers this event. For information about each activity type,
see " " By default, a workflow only runs when a
pull_request event's activity type is opened , synchronize , or reopened . To trigger
workflows by different activity types, use the types keyword. For more information, see

see "

" By default, all activity types trigger workflows that run
on this event. You can limit your workflow runs to specific activity types using the types
keyword. For more information, see " i

224 URL : https://docs.qithub.com/en/actions/writing-workflows/choosing-when-your-workflow-runs/events-that-trigger-workflows



https://docs.github.com/en/actions/writing-workflows/choosing-when-your-workflow-runs/events-that-trigger-workflows

Fork A2 Xt2| Pull request 2F Workflow &= M|

Public Repository Private Repository

Fork pull request workflows from outside collaborators Ferid pull tequest wotkllovis

o & . . . Run workflows from fork pull requests
Choose which subset of outside collaborators will require approval to run workflows on their pull This tells A S to ru Kflows fr

at

Require approval for first-time contributors who are new to GitHub

nly firs ne co butors who rec ] : tHub a int will require

Require approval for first-time contributors
) t ntrik

Require approval for all outside collaborators X
Require approval for fork pull request workflows.

Juests from u without write ac will 1

Save
Save




Github API AFE

SAI™ o = XS E|= Octokit 2H0| E2{2|E AF23SHHLE Third party 2t0|E2{2|E AFESHH Github APl AFE.
REST APIZ AtE5st= AR L Octokit S AFHE St= A0 KA.
APISE0| ZHHst D, XtSsHE 215 2 22 X2|E MSstH EFUXE H AtS2td

—

s=2 M3EstH octokit 2 HU=

& Z URL : https://docs.github.com/en/rest/using-the-rest-api/libraries-for-the-rest-api?apiVersion=2022-11-28

https://octokit.github.io/rest.js/v19/



https://octokit.github.io/rest.js/v19/
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name: Workflow A name: Workflow B
[push, pull request, issues] on:
workflow_run
workflows: [Workflow A]
types: [completed] #requested & Y&
25tH E LI

on:

M 93 E22 A 9] Z2 M} X3|= github.event.workflow_run.conclusion £ At
conclusion2 47} X| &Ef [ success, failure, cancelled, timed_out ] € 7+&LICt
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Pattern

feature/*

* pAEIEE SAA(V) E HI

Description (82 H4)

ISHL|Ct. (feature/ S0l SEHAI7t Sl 234

AL EHT OIS 2Rt LX)

Example Matches

feature/my-branch, feature/your-branch

feature/*x

Yot UETIEE A (/)E X

0HEl)

HaHx| 2 EY T 0| 20| A DHEIEILICY. (feature/ S 0H 042

ol SeHAIZH AN =

feature/beta—a/my-branch, feature/your-branch,
feature/mona/the-octocat

main

MX|LL BT O] St Hats| &

main

releases/mona-the-o
ctocat

III

AX|L e 0| St Fets| 2

releases/mona-the-octocat

13

= HEA TS HEE ALE8H0F

=
=

L|ck.
HAIC/)7H ZREIX] b2 B2 =

OHEBLICE %' 2Xb= YAMLOIA S

EXtALCH IES %2 A EFE

main, releases

D= EHX|tEfD 0|55 OHE

EILICE 0l= "branches'Lt ‘tags' BE1E AFZSHX| 42 M2l 7|2 SZL(CH

all/the/branches, every/tag

"xfeature’

%' 2XH= YAMLOIA 4 2XFQILICH IHES ‘%'2 A=

et = gte

Al 2 HE AHESHOF BHLICH

mona-feature, feature, ver-10-feature

V2%

BHXIetEiD OIS

v2,v2.0,v2.9

v[12].[0-9]+.[0-9]+

v1.10.1,v2.0.0

https://docs.github.com/en/actions/writing-workflows/workflow-syntax-for-github-actions#onpushpull_requestpull_request_targetpathspaths-ignore




Github Environment
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